NURDIC BACKUP

Secure Online Storage

Professional Compliance is the rule of
thumb with Nordic Backup.

To satisfy today’s mandatory compliance issues involving the storage and security of client records and data,
Nordic Backup provides powerful and cost-effective solutions.

We automatically protect your critical and confidential data by providing secure online backup, storage and restoration
that eliminates the threat of human error, natural disaster or mechanical or software failure.

Nordic Backup allows you reduce IT expenses and get rid of difficult and unreliable tape backups by backing up your
critical data to our secure and geographically separate data centers.

Nordic Backup is compliant with the following regulatory mandates:
* Health Insurance Portability and Accountability Act (HIPAA)
* Sarbanes-Oxley Act (SOX)
* Graham-Leach Bliley Act (GLBA)
* Financial Industry Regulatory Authority (FINRA)

* Securities Exchange Commission (SEC) Compliance

Nordic Backup’s secure, online backup solutions offer these critical compliance features:

* Automatic verification of the quality and accuracy of the data set every time a backup takes place.

* Backup data is encrypted using 256-bit AES encryption before transmission and is always maintained in
encrypted state until restored fo client servers.

* Data can be stored on Nordic Backup’s secure servers indefinitely. Retention periods are configured by
users during initial set up, after that, backups are automatically stored for that period and can be deleted
automatically after the period stated in each Act (generally, five years).

* Data access is restricted fo authorized personnel with a self-created encryption passphrase only known
to the user.

* Fully automated backups scheduled by the user and daily verification and nofification that every backup
has completed successfully.

* Data is stored offsite in redundant, high security Data Centers and data can be restored fo any location 24/7.

» Customer service is available around the clock. Daily backup audits and confirmation e-mails with summary
transfer logs ensure the infegrity of every single data backup set to provide a clear audit trail if necessary.



